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2. Analysis to detect
vulnerability or prove
security



Speculative execution attacks 101



Speculative execution + branch prediction

Size of array A
N\

1f (x < A size)
y = B[A[x] ]




Speculative execution + branch prediction

Size of array A

o\

P

] (x < A size)
y = B[A[x] ]




Speculative execution + branch prediction

Size of array A

N

if (x < A size) @
y = B[A[Xx]]

Sranch predictor




Speculative execution + branch prediction

“rediction based on branch
history & program structure
Size of array A

\ \

if (x < A size) @ __
y = B[A[Xx]]

Sranch predictor




Speculative execution + branch prediction

“rediction based on branch
history & program structure
Size of array A

if (x < A size) @ _
y = BI[A[x]]

Sranch predictor




Speculative execution + branch prediction

“rediction based on branch
history & program structure
Size of array A

\ |

if (x < A size) ——
y = BlA[x] ]

VWrong predicton’” Rollback changes
Architectural (ISA) state

0 NVicroarchitectural state
Sranch predictor




Spectre V1



Spectre V1

vold f(int x)
1f (x < A size)
y = B[A[x] ]

NN
e’



Spectre V1 @/

vold f(int x)
1f (x < A size)
y = B[A[x] ]

NN
e’



Spectre V1

vold f(int x)
1f (x < A size)
y = B[A[x] ]

NN
e’

=)




Spectre V1 ﬁj

A size=160
- .

Bl ] What isin 2[128]7?

F

1f (x < A size)
Y

B[A[x]]

NN
e’

=




Spectre V1

A size=10

Blojfso] . ] What isin2[128]7

if (x < A size)
B[A[x]]

1) Train branch predictor

Y

NN
e’




Spectre V1

A size=16
Blofso] ] What isin 2128717
void f(int XV ™ —

F

if (x < A size)

<> Y BlA[x] ]

NN
e’

1) Train branch predictor

2) Prepare cache
—




Spectre V1

A size=16
Blofso] ] What isin 2128717
void f(int XV ™ —

F

if (x < A size)

<> Y BlA[x] ]

NN
e’

1) Train branch predictor

2) Prepare cache
—

3) Run with x = 128
—
i




Spectre V1

A_size=16
Bpoysri)f  [erarizsiy| Whatisina[12817

F

if (x < A size)

<D % Bl[A[x]]

NN

1) Train branch predictor

2) Prepare cache
—

3) Run with x = 128
—
i




Spectre V1

A size=16
Bleojeir]  Jsiapizeni] | What isin A[128]7?
vold f(int :;)-/_—
1f (x < A size)
B[A[x]]

1) Train branch predictor

Y

AN
2) Prepare cache

—

3) Run with x = 128
—
i




Spectre V1 _

Beojsii)]  Isiaries)i| WhatisinA[128]7

F

if (x < A size)

1) Train branch predictor

y = BIA[Xx]]
AA
2) Prepare cache
—
Depends on

A[128] |
3) Run with x = 128



Spectre V1

A size=16
Blrojsi1)]  Ieari2siz| Whatisina[12817
vold £(int X ™ ———

F

if (x < A size)

<D % Bl[A[x]]

NN

1) Train branch predictor

2) Prepare cache
—

Depends on
A[128]

Parsistent across
speculations

3) Run with x = 128
) [zlaizs




Spectre V1

A size=16
Blrojsi1)]  Ieari2siz| Whatisina[12817
vold £(int X ™ ———

F

1f (x < A size)

<D % Bl[A[x]]

NN

1) Train branch predictor

2) Prepare cache

Depends on
A[128]

Parsistent across
speculations

3) Run with x = 128

) [BlAl128])

4) Extract from cache




Speculative non-interference



Speculative non-interference

Program P IS speculatively non-interferent if

| eakage(P, i) = Leakage(p, )

Information leaked by Informati

EXECL
SpPEeCU

ting P without execu

on leaked by

Ng P with

ative execution speculative execution



How to capture leakage?

- Non-speculative
| semantios _|

e —_— ——— — ——h

d l
l |
| AttaC Ke I |
I 1
] i
\ !
(|

~ Speculative
- semantics |

L —— e —— = ——— S

10



How to capture leakage?

~ Speculative
| semantics

L — — . — —_— — e

‘ \Vodel program'’s beha\/ior'

10



How to capture leakage?

Capture attacker's

observational power
—

(_“’ _— = _ ————1’{
d 1 l
ll j
| AJ[J[ K |
b i |
) '
| !
\I

- Speculative |
| semantics

L ’ — — =

‘ \Vodel program'’s beha\/ior'

10



How to capture leakage?

Capture attacker’s
observational power

Non specu\atw
semantlcs

—_—————— " — = — f——
— = ———

‘ \Vodel program'’s beha\/ior'

10



How to capture leakage?

Standard in-order semantics

Non specu\ahv ;
~semantics t

10

Capture attacker’s
observational power




How to capture leakage?

Capture attacker's

observational power
—

(_“’ =_—— = _ ————1’{
d 1 l
{l j
| AJ[J[ K |
bl i 1
| '
| !
\I

Speculative |
semantics |

L —_—————— = —- = |

e— e —_——

‘ \Vodel program'’s beha\/ior'

10



How to capture leakage?

Capture attacker’s
observational power

Prediction Oracle O : S —————
branch prediction + length of
speculative window | Attacker ;

Speculative
semantics |

N e
—————— e e

‘ \Vodel program'’s beha\/ior'

10



Prediction Oracle O :

branch prediction + length of
speculative window

Speculative
~__semantics

Starts speculative
transactions upon branch

instructions

e Committed upon correct
speculation

e Rolled-back upon
misprediction



How to capture leakage?

Capture attacker’s
observational power

- Speculative |
| semantics

L — — . — —_— p— =~ S—

‘ \Vodel program'’s beha\/ior'

10



How to capture leakage?

Capture attacker’s
DOWEr

observational

10

Attacker can opserve:
- locations of memory

- branch/jump target

accesses
S

- start/end specula

Ve execution




IN W N —

How to capture leakage?

1f (x < A size)
y = Alx
z = Bly.

end

@x



How to capture leakage?

1t size)

Y
z

end

X > A size c{)f
x < A size predicted as satisfiec &

[ I -

< A
Al x
Bly.

IN W N —



How to capture leakage?

1t size)

[I -

< A
Al x
Bly.

IN W N —

Yy
Z
end

X > A size c{)f
x < A size predicted as satisfiec &



How to capture leakage?

1 1f (x < A_size)

2 Y = A X

3 z = B y

.. end start

pc Z
Xx > A size

x < A size predicted as satisfiec

11



How to capture leakage?

1t size)

[ -

< A
Al x
Bly.

IN W N —

Yy
Z
end

X > A size c{)f
x < A size predicted as satisfiec &



How to capture leakage?

»
s
L —
1 1f (x < A_size)
2 Y = AX
3 z = B y
i end
load A+x
W

X > A_size

x < A size predicted as satisfiec

11



How to capture leakage?

» P
. 1f (x < A size) 1
2 Y = AX o
3 z = B y
4 end

X > A_size

x < A size predicted as satisfiec

11



How to capture leakage?

o
©
e
. 1f (x < A size) 1
2 Y = AX e
3 z = B y
4 end

X > A_size

x < A size predicted as satisfiec

11



How to capture leakage?

1 1f (x < A_size)
2 Y = A X
3 z = B y
.. end rollback
pc 4
X > A size ——— N, j

x < A size predicted as satisfiec “

11



How to capture leakage?

1 1f (x < A_size)
2 Y = A X

3 z = B y

4 end

X > A_size

x < A size predicted as satisfiec

11



Speculative non-interference

—ormally!



Speculative non-interference

—ormally!

“rogram P is speculatively non-interferent for prediction oracle O if



Speculative non-interference

~ormally

“rogram P is speculatively non-interferent for prediction oracle O if

—or all program states s and s’

12



Speculative non-interference

~ormally!

“rogram P is speculatively non-interferent for prediction oracle O if

—or all program states s and s’
Pnon—spec<s> — Pncn—spec<s ,>

—

12



Speculative non-interference

~ormally!

“rogram P is speculatively non-interferent for prediction oracle O if

—or all program states s and s’
Pnon- spec ) Pnon- spec(s ,>

—> Popec(s,0) = Pspec(s’,0)
—

12



Speculative non-interference

~ormally!

“rogram P is speculatively non-interferent for prediction oracle O if

—or all program states s and s’
Pnon- spec ) Pnon- spec(s ,>

—> Popec(s,0) = Pspec(s’,0)
—

See paper for: reasoning about arbitrary prediction oracles

12



Speculative non-interference

A size)

I_I
I de

< X



Speculative non-interference

x=128
A_size=16
~ A[128]1=0
1f (x < A size)
y = AlX
z = B
Y. x=128
aend A size=16

| o . </ 1 A[128]=1
x < A size predicted as satisfiec

13



Speculative non-interference

x=128
- A_size=16
- et A[128]=0

X
—
1f (x < A size)
y = AlXx
z =B y x=128
end A size=16
| o A Va[128]=1
x < A size predicted as satisfiec .

—

13



Speculative non-interference

load A+128 x=128
» A_size=16
T — "V A[1287=0
D’
1f (x < A size)
y = A[X.
z = Bly
y x=128
end load A+128 A_size=l6
M A[128]1=1

T, D

x < A size predicted as satisfiec ,
—

13



Speculative non-interference

x=128
» A_size=16
-t A[128]1=0

X
R
1f (x < A size) 1
- L
y = AlX
z =B y x=128
end A size=16
| o A Voa[izg]=1
x < A size predicted as satisfiec .
-
X

13



Speculative non-interference

x=128
A size=16
"V Y AT12871-0
R
~ i X
1f (x < A size)
e load B+0 M
y = AlX
< = B y x=128
end A size=16
| o s Y oari2sr=1
x < A size predicted as satisfiec .
R
load B+1 . K

13



Speculative non-interference

x=128
A size=16

"V " A[12871=0

’,v
. 1T (x < A size)
= load B+0 -

2 y — A -x B

: < = B y x=128

4. end A size=16

| o AN M A[128]1=1

x < A size predicted as satisfiec . ——

load B+1 | K
N

13



Detecting speculative leaks



Detecting speculative leaks

Symbolic Detect leaks




Detecting speculative leaks

Symbolic Detect leaks

Y. —/ \ | —/ 0




Detecting speculative leaks

N
. . Symbolic Detect leaks
1. f (x < A_Slze) execution
2. y = A[X ‘
S -
| Zz — B
4. end
y. y

Symbolic trace: path condition +
observations along the symbolic path

15



Symbolic execution

1f




Symbolic execution

L1t (x < A_size)
g y = AlX.

3. Zz = B y

4 end

Always mispredict
branch INStructions

16



Symbolic execution

. if (x < A size) true
g y = AlX.

3. Zz = B y o~
i end

Always mispredict
branch INStructions

16



Symbolic execution

. if (x < A size) true
g y = AlX.

3. Zz = B y o~
i end

Always mispredict
branch INStructions

16



Symbolic execution

. 1f (x < A size) X 2 A size X < A size
3. Z = By — -
..  end

() Always mispredict

branch INstructions

16



Symbolic execution

. 1f (x < A size) X 2 A size X < A size
3. zZ = Bly. ,‘\/\ N
.. end X

Ry S

Always mispredict
branch INStructions

16



Symbolic execution

1 f (X < A_Size) X 2 A_size
g y = AlX.
3. zZ = Bly. ,\/\
4 end ). ¢
B

Always mispredict
branch INStructions

16



Symbolic execution

/""';;- - [ — —_— ——

. 1f (x < A size) | > A size
2. y = Alx
3. z = B y

' 2 Always mispredict
branch INstructions

16



Symbolic execution

A size

. 1f (x < A size) ,
3. z = By’ ’v\
..  end N |

’ e |

' 2 Alwa ys mispredict
branch INStructions

start pc 2 load A+x load B+A[x] rollback pc 4

16



Symbolic execution

A size

. 1f (x < A size) ,
3. z = By’ ’v\
..  end N |

’ e |

' 2 Alwa ys mispredict
branch INStructions

start pc 2 load A+x load B+A[x] rollback pc 4

16



Symbolic execution

A size

. 1f (x < A size) ,
3. z = By’ ’v\
..  end N |

’ e |

' 2 Alwa ys mispredict
branch INStructions

start pc 2 load A+x load B+A[x] rollback pc 4

16




L1:

END :

Detecting speculative leaks

rax <- A size
rcx <- X

jmp rcx2rax,
load rax, A +
load rax, B +

-~
Symbolic
execution
END ‘
rcx
rax —/ \
A

Detect leaks

—_ 0

Symbolic trace: path condr

observations along the symboo

17
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END :

Detecting speculative leaks

rax
rCx
Jmg
loeé
loeé

For each symbolic trace r € rraces(prg)

If MemLeak(7) then

return /INSECURE
If CtriLeak(7) then

return INSECURE
return SECURE
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Memory leaks

Speculative memory accesses must be fully
determined Dy non-speculative ooservations

Check with self-compaosition
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Spectector

rax <- A size

mov rax, A size rex <- X

mov rcx, X X4 to PASM jmp rcx>rax, END

Qmp rex, rax L1: load rax, A + rcx

Jjae END load rax, B + rax
L1:mov rax, Alrcx. /// END -

mov rax, Blrax.

Symbolic
execution

AN

Check for speculative leaks

20



Spectector

A size

L1:

Mmov
Mov
cmp
Jjae
Mov
Mov

rax,
rcx,
rcx,
END

rax,
rax,

X

ré\ |7

A
B

X064 to pJASM

More detalls

e Built in m Prolog

e Z3 for symbolic execution and leak detection

AN

Check for speculative leaks

20

rax <- A size

rcx <- X

jmp rcx2rax, END
load rax, A + rcx
load rax, B + rax

Symbolic
execution



Case study: compiler mitigations

Target:

e 15 variants of Spectre V1 by Paul Kocher

e Compiled with Microsoft Visual C++, Intel ICC, and Clang
with different mitigations and optimization levels

o 240 assembly programs of up to 200 instructions each
How:

o Use Spectector to prove security or detect leaks

* Paul Kocher - Spectre Mitigations in Microsoft C/C++ Compiler — https://www.paulkocher.com/doc/MicrosoftCompilerspectreMitigation.ntm
21
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Results

VccC Icc CLANG
Ex. UNP FEN 19.15 FEN 19.20 UNP FEN UNP FEN SLH
—-00 —-02 Summary O —-00 —-02

01 e e ° ° °
02 o o o[ eaks in all unprotected programs o . o
03 o o (except example #08 with optimizations) L
04 O O ° ° °
82 ° > o Confirm all vulnerabilities in VCC pointed out by Paul Kocher — ® . .

O O o o o
07 o o e Programs with fences (ICC and Clang) are secure . . .
08 O ° ° ° °
09 o 0 e Unnecessary fences ° ° °
10 o e ° ° o
11 o o & Programs with SLH are secure except #10 and #15 . . .
12 e ® ° ° °
13 e e ° ° °
14 e e O ° ° °
15 o o o, ° o °




Case study: scalability

Target: Xen nypervisors
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Speculative non-interference Spectector

rax <- A_size

FOFmaHy' mov rax, A size rcx <- x
mov rex, X X64 to LASM jmp rcx2rax, END
Program P is speculatively non-interferent for prediction oracle O if jac  mwD SR
L1 :mov rax, A[rcx] / END : '
mowv rax, Blrax

~or all program states s and s’

Pnon—spec<5> — Pnon—SpeC<s ,)

—> Pepec(s,0) = Pspec(s”,0)

See paper for: reasoning about arbitrary prediction oracles
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Speculative non-interference Spectector

A

rax <- A size

Formally! mov rax, A _size rex <- %
—_— mov rex, X X640 PASM jmp rcx2rax, END
Program P is speculatively non-interferent for prediction oracle O if e Ej\:f; o S i

— [=];

See paper for: |

Results
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Speculative non-interference

rax <- A size

rcx <— X

jmp rcx2rax, END

L1: load rax, A + rcx
load rax, B + rax

END :




Speculative non-interference

rax <— A size

rcx <—- X <
jmp rcx2rax, END
L1: load rax, A + rcx

load rax, B + rax
END :



Speculative non-interference , =
A[128]=1
rax <- A_size x=128 )/
rcx <— X _ - A size=16 .
jmp rcx2rax, END Allz8]=0
L1: load rax, A + rcx

load rax, B + rax
END :
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rax <- A_size x=128 Y,
rcex <— Xx - A size=16
jmp rcx2rax, END T All28]=0 ‘T
L1: load rax, A + rcx ‘T T

load rax, B + rax
END: load A+128 T load A+128 T

. “N— "R, VU~

- S

28



Speculative non-interference , =
A[128]=1
rax <- A size %128 .
rcx <— X - A size=16
jmp rcx2rax, END T Al128]1=0 T
L1: load rax, A + rcx T T
load rax, B + rax
END : T T

28



Speculative non-interference , =
A[128]=1

rax <- A size %128 Y S —
rcx <— X - A size=16
jmp rcx2rax, END T Al128]1=0 T

L1: load rax, A + rcx T T
load rax, B + rax

END: T T

load B+0 » load B+1 »
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L1:

END :

x=128
A size=16

Speculative non-interference

rax <- A_size x=128 v‘

rcx <— X

A size=16
. T M Al128]-0 T
jmp rcx2rax, END
- - —
load rax, A + rcx ‘T ‘T
load rax, B + rax
load B+0 | — load B+1 |
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Symbolic execution

* Program analysis technique

® [xecute programs over sympoolic values

e txplore all paths, each with its own

path constraint " he execution proceeds as in a normal

execution except that values may be

e Each path represents all concrete SymbOHC formulas over the iﬂDU': SymbO‘S”
executions satisfying the constraint — James C. King
\ NGO X T /

e Branch and jump Instructions: fork
naths and update path constraint
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Symbolic execution

L1t (x < A_size)
g y = AlX.

3. Zz = B y

4 end

Always mispredict
branch INStructions
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Symbolic execution
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Symbolic execution
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branch INstructions
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Memory leaks

rax <- A size
rcex <— x

jmp rcx2rax, END Pqpcy
Ll: load rax, A + rcx X“A_51zerA,B
load rax, B + rax are public

END :

start pc L1 load A+x load B+A[x] rollback pc END
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rax <- A size
rex <— x

jmp rcx2rax, END Pqpcy
Ll: load rax, A + rcx X“A_51zerAqB
load rax, B + rax are public

END :

start pc L1 load A+x load B+A[x] rollback pc END
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Memory leaks

rax <- A size
rcex <— x

imp rcx2rax, END Po_llcy
L1: load rax, A + rcx X, A size A B
load rax, B + rax are public
END :
start pc L1 load A+x load B+A[x] rollback pc END
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“Reasoning about arbitrary oracles

|
|

speculative Semantlcs

Mispredict all branch $
nstructions

-Ixed speculative window

- Always-mispredict |

i

Always-mispreqict Is worst-case

Pan(S) = Pan(s’) &>

V0. p..cc(s.0) = Ppec(s .0

T program P satisfies
VS;S .Pnon- spec<s> Pron- spec<S ,>

# Pam Pam )

then P satisfies SNI w.r.t. all O



Example #01 - SLH

1f (x < A size)
y = B[A [x]*512]
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Example #01 - SLH

(x < A size)
y = B[A [x]*512]

Mmov
Mowv
Mmov
Cmp
s Jae
cmovae
Mmov
shl
or
Mmov

33

rax,
rcx,
rdx,
rcx,
END

rax,
rax,
rax,
rax,

A size

rax

rdx
Alrcx]

rdx
Blrax]



Example #01 - SLH

[ | )

1

f (x < A size)
y = B[A[x]*512]

mov
mov
mov
cmp

- Jjae

cimovace

rax is -1 whenever x > A size mov
We can prove security shl

mov

33

rax,
rcx,
rdx,
rcx,
END

rax,
rax,
rax,
rax,

A size

rax

rdx
Alrcx]

rdx
Blrax]



Example #10 - SLH

1f (x < A size)
1t (A[x]==k)
y = B[O]
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Example #10 - SLH

(x < A size)
1f (A[x]==k)
y = B[O]

Mmov
Mmov
Mmov
Cmp
Jae
cmovae

-~ Mmov
ne
cmovne
Mmov

34

rax,
rcx,
rdx,
rcx,
END
-1,
rax,
rax,
-1,
rax,

A size
X

O
rax

rdx
Alrcx]
END
rdx
B



Example #10 - SLH

if (x < A size)
1f (A[x]==k)
y = B[O]
mowv rax, A size
mov rcx, X
MoV rdx, O
cmp rcx, rax
Jae END
. cmovae -1, rdx
LeaKSA[x]F::O Via mov rax, A[ICX]
control-flow |
We detect the leak! JIe rax, E£END

mov rax, [B]

34
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Example #08 - FEN

y = B[A[x<A size? (x+1):0]*512]

35

mov
mov
lea
XOIr
cmp
cmovae
mov
shl
|l fence
mov

rax,
rcx,
rcx,
rdx,
rcx,
rdx,
rax,
rax,

rax,

A size

[rcex+1 ]
rdx

rax
rcx

Al rdx]

Blrax]



Example #08 - FEN

y = B[A[x<A size? (x+1):0]*512]

-~

1 fence IS UNNEcessary

T —

35

mov
mov
lea
XOIr
cmp
cmovae
mov
shl
| fence
mov

rax,
rcx,
rcx,
rdx,
rcx,
rdx,
rax,
rax,

rax,

A size

[rcex+1 ]
rdx

rax
rcx

Al rdx]

Blrax]



Spectre V1

vold f(int x)
1f (x < A size)
y = B[A[x] ]
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Spectre V1 ﬁj

A_si ze=106

Berojerif ... ]
volid f(int :;)—/_‘—
1f (x < A size)
y = B[A[x] ]
NN
\
J=UUHL .

E
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A size=160
- .

Bl ] What isin 2[128]7?

F

1f (x < A size)
Y

B[A[x]]

NN
e’

=
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Compiler-level countermeasures

Spectre Mitigations in Microsoft's C/C++ Compiler

Paul Kocher
February 13, 2018 https://www. paulkocher.com/doc/MicrosoftCompilerspectreMitigation.ntml

“compiler [...] produces unsafe code when the static
analyzer is unable to determine whether a code pattern
will be exploitable”

"there Is no guarantee that all possible instances of
[Spectre] will be instrumented”

N —

Bottom line: No guarantees!
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& Always mispredict |

Symbolic execut

on

rax <—- A size x 2 A size

rcx <— X

d

load rax, B + rax

load rax, A + rcx

mp rcx2rax, END

branch INstructions

start pc L1 load A+x load B+A[x]

53
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Symbolic execut

on

rax <— A size X 2 A size

rcx <— X
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load rax, B + rax l

start pc L1 load A+x load B+A[x]
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Symbolic execution

rax <- A size
rcx <— X
jmp rcx2rax, END

load rax, A + rcx \
load rax, B + rax :

pranch Instructions

start pc L1 load A+x load B+A[x] rollbackl pc END
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Detecting speculative leaks

rax <- A size Symbolic Detect leaks

rox <— x execution

jmp rcx2rax, END
L1: load rax, A +

rcx
load rax, B + rax —/ | ] —/ 0
END:

y.

Symbolic trace: path condition +
observations along the symbolic path
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rax

re; If MemLeak(7) then
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END: If CtriLeak(t) then

return INSECURE
return SECURE
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Spectector

rax <- A size

mowv rax, A size rex <— X

mov rcx, X X4 to PASM jmp rcx>rax, END

Qmp rex, rax L1: load rax, A + rcx

Jjae END load rax, B + rax
L1:mov rax, Alrcx. /// END -

mov rax, Blrax.

Symbolic
execution

AN

Check for speculative leaks
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Spectector

A size

L1:

Mmov
Mov
cmp
Jjae
Mov
Mov

rax,
rcx,
rcx,
END

rax,
rax,

X

ré\ |7

A
B

X064 to pJASM

More detalls

e Built in m Prolog

e Z3 for symbolic execution and leak detection

AN

Check for speculative leaks

57

rax <- A size

rcx <- X

jmp rcx2rax, END
load rax, A + rcx
load rax, B + rax

Symbolic
execution



Case study: compiler mitigations

Target:

e 15 variants of Spectre V1 by Paul Kocher

e Compiled with Microsoft Visual C++, Intel ICC, and Clang
with different mitigations and optimization levels

o 240 assembly programs of up to 200 instructions each
How:

o Use Spectector to prove security or detect leaks

* Paul Kocher - Spectre Mitigations in Microsoft C/C++ Compiler — https://www.paulkocher.com/doc/MicrosoftCompilerspectreMitigation.ntm
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Automated insertion of
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Speculative load

hardening
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Results

VccC Icc CLANG
Ex. UNP FEN 19.15 FEN 19.20 UNP FEN UNP FEN SLH
—-00 —-02 Summary O —-00 —-02

01 e e ° ° °
02 o o o[ eaks in all unprotected programs o . o
03 o o (except example #08 with optimizations) L
04 O O ° ° °
82 ° > o Confirm all vulnerabilities in VCC pointed out by Paul Kocher — ® . .

O O o o o
07 o o e Programs with fences (ICC and Clang) are secure . . .
08 O ° ° ° °
09 o 0 e Unnecessary fences ° ° °
10 o e ° ° o
11 o o & Programs with SLH are secure except #10 and #15 . . .
12 e ® ° ° °
13 e e ° ° °
14 e e O ° ° °
15 o o o ° o °




Case study: scalability

Target: Xen nypervisors

Main challenges for scalability:

e POlicy definition
® |SA coverage
® Path explosion

How:
e Analyze scalabllity of ¢
o 24000 symbolic pa
functions)

NeckKi

ng SN relative to symbolic execution

NS O

< 10°000 Iinstructions (from ~ 4°000

60



Case study: scalability

Target: Xen nypervisors

Main challenges for scalability:

e POlicy definition
® |SA coverage
e Path explosion

How:
e Analyze scalabllity of ¢
o 24000 symbolic pa
functions)

NeckKi

[rade-offs affect analysis
soundness and completeness

ng SN relative to symbolic execution

NS O

< 10°000 Iinstructions (from ~ 4°000

60



10° 10° 10° 10% 10°

Speculative non-interference [ms (logscale)]

10°
61

107}

" .'m.m.
N ‘. ‘.
o«é .
e Y
Ao
.
fu
L _ _ L _ _ L L
LN < M @\ — o —
o o o o o o -
— — — — — — '

[(3]e2sb0]) sw] uoilndax3 JIjoquAs



Results
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Results
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Conclusion




Program P is speculatively non-interferent for prediction oracle O if

Speculative non-interference

Formally!

~or all program states s and s’

Pnon—spec<s> — Pnon—spec(s ,>

—> Pspec(5,0) = Pepec(s”,0)

Results

Ex.
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Spectector

mov
mov
cmp
Jae
L1:mov
mov

Results

SNI 10x-100x faster
o 20.2% traces

SNI <10x faster
o 471 9% traces

SNI <10x slower
o 70.9% traces

SNI 10x-100x slower
e /.9% traces 107 |

rax <- A_size

rex, x X640 PASM jmp rcx2rax, END
rex, rax L1: load rax, A + rcx
END load rax, B + rax
rax, A[ICX] / END :
rax, Blrax]
Symbolic
execution

\/

Check for speculative leaks
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Speculative non-interference

Formally!

Program P is speculatively non-interferent for prediction oracle O if

El
T

~For all

Pnon

S~——

Results

Vcc
UNP FEN 19.15
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Spectector

mov
mov
cmp
Jae
LI1:mov

rax,
rcx,
rcx,

END

rax,

A_size
X
rax

A[rcx]

Spectector

O httos.//spectector. github. 0
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x64 to HASM

Ll:

/ END:

A

rax <- A size

rcx <- Xx

jmp rcx2rax, END
load rax, A + rcx
load rax, B + rax
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