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How can we reason about speculative leaks”?

Speculative semantics Speculative non-interference
- Parametric in branch predictor Compares a program'’s leakage w.r.t. two semantics:
- Execute mispredicted branches for fixed number of steps - Standard, non-speculative semantics (proxy for intended

orogram behavior)
- Speculative semantics (proxy for speculative leaks)

Attacker model Formally:

Attacker observes:
- locations of memory accesses

- branch/jump targets
- start/end speculative execution

- Backtrack on wrong decisions

A program P IS speculatively non-interferent it
Y program states s and s,
Pron-spec(S) = Pron-spec(s’) =
Pspec(S) = Pspec(s”’)

Automatically detecting speculative leaks!

Symbolic execution Symbolic execution versus checking SN

Spectector

mov rax, A size rax <- A size Symbolic S ative leak >,
mov rcx, X X64 J[O UASM rex <— x e;/ecution peg;tilc\{znea > _%j
cmp rcx, rax begz rcx<rax, END %
jae END Ll: load rax, A + rcx %
L1: mov rax, Alrcx] load rax, B+rax T
mov rax, Blrax] END: %
)
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Goals: Goal- -
- Determine If speculative non-interference captures ASSEess Spectector’s scalability é
. , . S
speculative leaks on 15 variants of SPECTRE v How: o
, Co . . . . <
- ASSESS Spectector’s precision Compare time spent on discovering new symbpolic paths é
How: with the time spent on checking SN =
Analyze 240 microbenchmarks obtained by compiling 15 Results: =
variants of SPECTRE v1 with Clang, Intel ICC, and o 2
Microsoft Visual C4+ Lk -
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Available at: https://spectector.github.io
Contact: marco.guarnieri@imdea.org
VWe're hiring interns and PhD students!
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